Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Text 

UNCLASSIFIED 

PAGE 01 STATE 100257 
ORIGIN SY-05 

INFO OCT-01 ISO-OO AF-10 ARA-10 EA-09 EUR-12 NEA-10 
SIG-02 MMO-04 OC-06 CCO-OO MCT-01 10-13 USPS-01 
FBIE-00 INRE-00 INR-07 CIAE-00 SSO-OO /091 R 

DRAFTED BY A/SY/PRS/DD:WDPENN:A/SY:VFST.MARS:JBH 

APPROVED BY A/SY/PRS/DD:WJD'URSO 

A/S Y/PRS :EVHICKEY 

A/S Y : JWMISSLBECK, ACTING 

A/SY/CC:JFPERDEW 

A/S Y/OPS : VFST.MARS 

040049Z 118297/15 

O 040006Z MAY 77 
FM SECSTATE WASHDC 

TO ALL DIPLOMATIC AND CONSULAR POSTS IMMEDIATE 

UNCLAS STATE 100257 

INFORM CONSULS FROM A/SY 

E.O. 11652: N/A 

TAGS: ASEC 

SUBJECT: LETTER BOMBS 

REF: STATE 070598 

1 . ALL POSTS ARE ADVISED THAT ONE OF THE PROCEDURES OUT- 
LINED IN MESSAGE STATE 070598 STATES IN PARAGRAPH 7 
"ISOLATE ANY SUSPECT LETTERS OR PACKAGES. DO NOT IMMERSE 
THEM IN WATER; THIS MAY MAKE THE PAPER SOGGY AND CAUSE 
SPRING-LOADED DEVICES TO DETONATE. IF POSSIBLE, CAREFULLY 
PLACE ITEM IN AN EMPTY, OPEN SAFE DRAWER OR ROOM (OPEN 
WINDOWS) AND EVACUATE THE IMMEDIATE AREA."' 

UNCLASSIFIED 

UNCLASSIFIED 

PAGE 02 STATE 100257 

2. THE RECOMMENDED USE OF THE SAFE DRAWER IS IN ERROR. SY 
OFFICE LETTER. D 76/18 DATED NOVEMBER 10, 1976, SENT TO ALL 
RSS'S, RSO'S AND RTO'S PROVIDED GUIDANCE ON THE CON- 
STRUCTION OF A SIMPLE, INEXPENSIVE LETTER BOMB CONTAINER. 

SECURITY OFFICERS SHOULD MAKE PERTINENT PORTIONS OF THE 
REFERENCED D LETTER INSTRUCTION AVAILABLE TO THEIR CON- 
STITUENT POSTS. 
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3. IF SUCH A CONTAINER IS NOT ON HAND, THE SUSPECT ITEM 
SHOULD BE PLACED IN THE CENTER OF A LARGE, OPEN AREA, SUCH 
AS AN EMPTY PARKING LOT OR ATHLETIC FIELD UNTIL THE PROPER 
AUTHORITIES CAN CHECK IT AND DISPOSE OF IT. IF NO SUCH 
FACILITY IS AVAILABLE, THE NEXT BEST THING WOULD BE TO 
ISOLATE THE ITEM IN ANY LARGE, OPEN AREA WHICH CAN BEST 
WITHSTAND A HIGH ORDER DETONATION AND EVACUATE THE 
IMMEDIATE VICINITY. 

4. IN NO WAY SHOULD THE SUSPECT LETTER/PACKAGE BE CON- 
FINED BY PLACING IT IN A SAFE OR FILE CABINET, AS CONFINE- 
MENT CAUSES INCREASED DAMAGE. 

VANCE 


UNCLASSIFIED 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 04-May-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 -Jan-1 960 12:00:00 am 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE1 00257 

Document Source: CORE 

Document Unique ID: 00 

Drafter: WDPENN:A/SY:VFST.MARS:JBH 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D7701 55-0578 

Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770595/aaaadduv.tel 

Line Count: 76 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 1b528c9a-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN SY 

Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: 77 STATE 70598 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 21 -Oct-2004 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 

SAS ID: 2643226 

Secure: OPEN 

Status: NATIVE 

Subject: LETTER BOMBS 

TAGS: ASEC 

To: ALL POSTS 

Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/1b528c9a-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 
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